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Radio Communications Policy Statement:

Users of radio communications equipment have the responsibility to use the equipment in a manner which shows responsibility to other users of the radio networks and to CARE International users. Radio users are to avoid any misuse of CARE’s communication equipment and are to show consideration for other operators when using communications equipment. CARE’s communication equipment should never be used for fuelling conflict, harassing people or carrying out personal business. 

Policy Purpose:

The purpose of this policy is to ensure that communication equipment is used across the organization in an effective manner and coordination of communication systems is ensured through out the organization.  Radios, telephones, satellites, fax, cellular phones and satellite phones are technologies for accessing and distributing information and knowledge by CARE International staff. As such, they are to be used to meet the needs of CARE International as tools to access information from remote sources. Users must be considerate of other people’s privacy when using communication networks. This set of Standard Operating Procedure (SOP) documents is considered appropriate usage of communication equipments and takes the rights of others into consideration. Along with the privileges to use the information resources of CARE International, the user’s responsibilities are outlined in this SOP.

Radio Usage Policy:

Radios are used for communication in areas where phone facilities do not exist or are unreliable. Radio communication is critically important to keep informed of vehicle and personnel movements as well as keeping informed as to the current security situation in areas where staff may be travelling. By keeping informed with the current situation, we can safely continue to work in outreach areas. Effective communication systems maintain security for staff in any location including field offices as well as those people travelling to and from field locations. The most useful and common radio communication systems, which are utilized by all international organizations and NGOs currently in many country offices are HF and VHF systems. Radio Room operators are also responsible to ensure their own staff use HF and VHF mobiles according to the accepted procedures and practices.

Telecommunication Equipment Used by CARE International:

Typical telecommunication equipment and systems used by CARE International are:

Landline telephones, cellular (mobile) hand phones, fax machines, Thuraya and Iridium satellite phones, satellite based internet terminals, Codan HF radios, and Motorola VHF radios. The following procedures are written for users of the Codan HF radio systems and Motorola VHF radio systems.
HF Codan Radio or High Frequency radio communication system:

HF radio is used for long distance communication and can be used effectively over distances of 3000kms from one base station to another. Mobile units typically communicating to base stations cover distances from 20kms to 1,000kms or more. CARE operational bases and many CARE vehicles are equipped with HF communication systems. Some new mobile systems are able to be equipped with GPS (Global Positioning System) which is able to work with specially equipped receivers and computer software to track a vehicles position while it is travelling to outreach areas or other long trips. 

CARE offices need to have maps covering the areas where vehicles and personnel will be travelling to assist radio room operators to track vehicles using maps and location coordinates. Charts with pre-defined map locations may also be placed in vehicles to help with passing on location details. There will also be call signs, ID and phone numbers for international staff and senior national officers for use in case of emergency. 

VHF Motorola Radio or Very High Frequency radio communication system:

This radio system is used for short distance communication and many of CARE vehicles, base and staff houses have the VHF radio system installed to enable staff to communicate with each other in a coverage area of up to 35km.
Handheld VHF radios are not as powerful as base stations or mobile units and are therefore effective over a shorter distance.
The following chart indicates the approximate range of usage for VHF Radios.

	VHF-Range in kilometres
	Built up area 
	Open area 

	Base to Base
	25-30Km
	30-40Km

	Base to Mobile (car set)
	20-25Km
	30-35Km

	Handheld with Handheld 
	3-4Km
	4-5Km


Note: The range depends on the installation of the antenna and use of repeaters.

CARE International use Codan HF radios and Motorola VHF radios to enable offices and staff to exchange information with each other over medium and long distances when no other means of communications exist. To facilitate this communication, trained staff are required to operate radio systems in radio rooms and vehicles travelling in the field. 
Radio operators and technicians are responsible for the following tasks:

· Properly program the radios and regularly check the operation of all components
· Check the quality of radio contact with other bases and vehicles on a regular basis and / or as the current security situation requires.

· Exchange of radio messages between CARE International and other organizations and between the CARE country office and sub offices.
· Make appointments for CARE staff with other Aid/UN agencies.
· Report critical security issues to supervisors and the mission Senior Management Team immediately after receiving information.
· File incoming/outgoing messages and documents (permits, registration, letters, etc) in chronological order and register them in related logbooks.
· Ensure strict observation of network procedures and instructions by all radio users within CARE through the continuous monitoring of CARE channels and reporting to the communication officer in the event of any problem.

· Ensure stable power to the radio and use stabilizer to control the power

· Avoid the use of radio equipment by non-qualified persons

Radio language:

Language used for radio operations is like many other field of work in that it has its own set of special words or jargon that is different to that used for daily chat and communication.  It is a series of standard words that all persons should use it while communicating with radios. This set of special words have been developed for use over many years and helps to maintain a high level of clarity of conversation when using radio systems.
While speaking on radio, we need to consider the following:

· Have written notes on hand and speak very briefly.

· Use simple words and keep the conversation short

· Do not engage the line

· Use the standard procedure words 
Examples:

Yes 
:
affirmative 

No 
:
negative 

Over 
:
it means it is your turn to speak
Out 
:
When you finished your conversation 

Good 
:     
copied, I understand 

Not copied
:
I do not understand 

Procedure words are covered in more detail later in the attached ‘Wall Poster’ document.
Radio Channels

CARE International will often use the Frequencies and Repeater Channels provided by the United Nations (UN). The World Food Program (WFP) is usually the agency in charge of the UN telecommunications systems. CARE International may have additional frequencies for its own use. 

Channels and Frequencies used by CARE need to be typed and included as an annex to this Procedure Manual. They are also required to be prominently displayed in all radio rooms and placed in all radio equipped vehicles.
Radio Procedures for Voice Operation

The aim of this section is to clarify the rules and use of voice procedures on CARE radio networks. The following general rules apply to all radio messages:

· Be clear. Think before you speak. Organise your thinking and your message before transmitting. It is good practice to write down all points before initiating the radio call. When you do speak, speak clearly.

· Be brief. The radio should be used to pass messages, not to have casual conversations with colleagues. Do not use the radio like a telephone.

· Be secure. Do not mention people’s names or matters that might compromise the safety of others. Refer to individuals by their call signs and to locations by pre-arranged codes or call sign. Always assume that others are listening to your transmissions. Think of this when discussing such delicate matters as issues relating to money. As an example, don’t make it easy for potential thieves to know about transfers of money. If it is important to discuss such things over a radio connection, use codes that others will not understand.
· Keep things simple. Do not try to pass too much information in one long transmission. Split the transmission up into logical parts and deal with each separately.

Basic radio etiquette.

· Discipline: listen before transmitting; others may be using the net.

· Brevity: be brief and to the point.

· Rhythm: use short complete phrases that make sense.

· Speed: not too fast, not too slow.

· Volume: speak normally and do not shout. Speaking too loudly will cause ‘over modulation’ which may distort the quality of the transmission.

· Preparation: know what you are going to say before you transmit; write it down
Radio Room Responsibilities:

· Do not allow unauthorized persons enter the radio room; confidentiality is an important issue in radio communication. 

· Keep the radio room clean and well ventilated at all times.

· Keep the equipment free of dust. Cover them with dust covers when not in use. 

· During lightning storms, remove power and aerial cables to avoid potential equipment damage.

· Be sure to keep authorization documents and operating instructions in radio room for quick reference. 

Channels and Frequencies

· Use ONLY the Channels and frequencies already assigned by the country office. The assigned frequencies are the only authorized frequencies for use by CARE International.

· Do not install unauthorized frequencies in your radios

· Do not interrupt other channels and frequencies; it is not only impolite, it could also be fatal to security of the organization and employees.

BEFORE USING A RADIO TRANSCEIVER:

· Check the power supply and cables to ensure there is a reliable power source.

· Check the antenna to make sure there are no obstructions.

· Check antenna, power, microphone and speaker cables ensuring a tight and correct connection to the radio.

· Check the microphone and speaker for correct operation and functioning of switches.

· If anything appears to be faulty or not functioning correctly, immediately contact the office administrator and / or the Telecoms Technician.  

Transmission: 

· Make sure that you are using the correct channel in cases where separate channels are used for calling and talking.  

· Make sure that nobody else is transmitting at the same time.

· Pause between pressing the transmit switch and speaking. Allow the radio to start transmitting before you start talking. This is particularly important when using repeaters on VHF radio networks.

· When calling a station, clearly say the call sign of the called station twice and your own station’s call sign once.

· Avoid excessive calling and unofficial voice procedures. 

· Make your message brief and precise.

· Break your message into sensible passages with pauses between. This will give the other person time to think of an appropriate response and to write the message down.
· Make sure that your message is understood by all parties by asking them to repeat the message if necessary.
Message Rules:

· Official messages should have a log or record number.

· A message should include transmission date and time, use the 24 hour clock 

· The radio operator should sign the message before delivering it to the concerned department and/or individual.

Call Signs:

For security reasons, names of individuals should never be used on radio networks. A call sign is an alphanumeric code, which indicates the identity of the radio location or user without identifying a person by name.

CARE International HF & VHF radio call signs need to be compiled and added to the ‘Wall Poster’ document which is the second part to this manual.
Call Signs and Location Numbers for HF Communication: 

Never pass on travelling information, incidents report and/or other confidential information using the assigned Call Sign of a location. Use the assigned Number/Code for each location. 

Example: 

We are departing Lima 1 for Lima 5 at 1100.

Location codes need to be compiled and added to the ‘Wall Poster’ document which is the second part to this manual.

Radio Checks

Radio checks should be carried out when first contact is established between two stations, when a vehicle is departing its location or periodically during periods of low traffic and when travelling between two places.

Radio checks are also carried on a regular basis by network controllers to all users to ascertain the serviceability of user’s radios. 

Signal quality is reported as strength/readability as follows:

	Signal Strength Report
	Readability Report

	1 - Very weak signal
	1 - Unreadable

	2 - Weak signal
	2 - Barely readable

	3 - Fair signal
	3 - Readable with slight difficulty

	4 - Moderately strong signal
	4 - Readable w/o difficulty

	5 - Very strong 
	5 - Perfectly readable


Examples:

Echo Foxtrot 8 9 3 this is Echo Foxtrot Base, RADIO CHECK, over
Echo Foxtrot Base this is Echo Foxtrot 8 9 3 you are strength 5, readability 4 Over
This is Echo Foxtrot Base, you are strength 4, readability 5, out
Foxtrot Mobile 8 9 0 1, this is Echo Sierra Base, RADIO CHECK, over
Echo Sierra Base this is Foxtrot Mobile 8 9 0 1, you are strength 4, readability 5, over
This is Alpha Juliet Foxtrot, you are strength 4, readability 3, out

Note:  The term “loud and clear” is also acceptable for a report when the signal strength is 5 and readability is also 5

Example:

Echo Foxtrot Base this is Echo Foxtrot 8 9 3 RADIO CHECK, over
Echo Foxtrot 8 9 3 this is Echo Foxtrot Base, you are loud and clear, out

Distress and Urgency Signals:

All employees operating radios should familiarize themselves with the international distress and urgency signals.

· Any Call prefixed with ”Mayday” (usually repeated three times) means immediate assistance is required.

· Any call or message transmitted and prefixed “Pan Pan Pan” concerns the safety of an aircraft, vehicle or person in distress.        

· If any employee hears these messages when operating radios, they immediately stop any conversation and listen to the text of the distress message.

· If the employee acknowledges the message and wish to respond to the party sending the distress signal, they should reply ”Pan Pan Pan, I copied your message and will take the following action…. “
Ethical Conduct:

CARE International encourages its employees to maintain a high level of ethics when using CARE communication equipment.  All individual using communication equipment must consider the following:

· CARE International’s communication equipment should not be used for military purpose.

· CARE’s communication equipment should not be used for personal businesses. (Employees sending brief messages using CARE’s radios and phones are exceptions)

· CARE’s phones and radios should not be used for the purpose of black mailing or harassment of others. 

· CARE’s equipment should not be used for activities involving partisan, ethnic violence and terrorist activities.

· Individuals involved in violation/s of the above will face disciplinary action. 

The second part of this for this Radio Communications Standard Operating Procedure manual is included in is in the attached document:

< CI Telecoms SOP-V2 Wall Posters.doc >

This is designed as a Quick Reference document and is an important part of this manual. It is the same for both the brief and the detailed version of the SOP Manual. The attached six page document is designed to be printed and attached to the wall beside the radio transceiver/s.  It includes:
1. ProWords (Procedure Words)

2. International Phonetic Alphabet and Numeral pronunciation

3. Radio Procedures

4. Radio Operator Check List

5. Call Sign and Location Code Lists

6. Channel, Frequency and Call Sign Lists
Pages one to four are complete. 

Page five and six will need to be filled out with all of the necessary information relating to channels, frequencies, Sel-Call (Selective Call sign), call signs and location code lists which are relevant to that particular country.
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