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Part One:
Overview
A. Introduction and Purpose

Purpose. The purpose of this Guide and the corresponding Security Plan Template is to provide guidance and information to assist you in developing and regularly updating your Security Plan. This is a comprehensive Plan which should be familiar to all staff.

Format. This document contains two primary sections- this Guide and a Plan Template. This Guide will give you background information and instructions on how to complete the Plan Template. When completed, the Template will ultimately serve as the Country Office
 Security Plan. The Plan also contains Standard Operating Procedures, or “SOPs”. SOPs are simply meant to state policies and step-by-step instructions for staff to take during specific types of situations. You should also include the repercussions for not following the posted procedures. Certain SOPs are required in all Security Plans. However, other SOPs will be necessary for Country Offices which face other types of unique situations. If your mission has multiple suboffices, a mini Security Plan should be completed for each location, building on the primary CO plan. This is because each location will have different contact information, evacuation procedures, numbers of staff, etc. 

The foundational components of the final Security Plan are ten required SOPs, a Crisis Management Plan, and an Evacuation Plan. These are just the basics- additional detail and information dictated by your environment are to be added.

	Keep a copy of the CARE International Safety and Security Handbook (CSSH, 2004) nearby when working on the Security Plan. This guide regularly refers to policies and recommendations in the Handbook so as not to repeat them. The CSSH and this Guide are designed to work together.


Development, Updating and Distribution. A Security Management Plan is a living and working tool, not a document for the shelf. It is only as good as the understanding staff have of it. All Country Offices have a Safety and Security Focal Point and should have a Security Committee. These staff, in concert with management, should complete the initial Security Plan. However, a Plan is never really “complete”. The main body of the Plan should be reviewed and revised as necessary, at minimum every six months. SOPs and other critical information (such as telephone numbers) must be updated more often, as they change. Staff should have the opportunity to discuss, ask questions, and provide input into the Plan, such as in meetings. Again, the main body of the Security Plan must be distributed to, reviewed by, and understood by all staff. However, the Plan does contain sections that are not meant for full distribution, as they apply only to those involved in security management. These sections include addendums which are context specific (such as various suboffices) or are of a sensitive nature. These will be labeled as such in the Template.

This Guide is meant as a reference only for those developing/updating the Security Plan. It is not necessary to circulate it to all staff. The completed Template is the portion that is to be circulated.

Situational Analysis and Risk Ratings.  The first step and foundation of quality security management is understanding your context. Situational analyses should be performed regularly to encourage understanding, identify threats and vulnerabilities, and ultimately determine a risk rating
 for the area. If your Country Office does not have a recent assessment, one should be done before developing the Security Management Plan.

Accountability. A critical component of safety and security management is clear accountability. Security management is not an imposition of rules and regulations, but rather a system for developing guidelines for staff so that CARE may continue to safely deliver essential support and effective programs. Accountability exists with the individual, the team and the organization.

· Individual.  Every individual working for CARE accepts and understands the organization’s philosophy, values, mission, and mandate. This includes adherence to safety, security, and operational standards.  Each person is responsible for personal conduct and professionalism, which includes constant situational- and self-awareness. The consequences of your actions affect not only you, but your team and the organization as a whole. It is essential for each individual to fully understand the Security Plan because they are accountable to its contents. 

· Team.  Your team is an important dimension of safety and security.  If your team does not function well, it will respond poorly to security emergencies. A healthy and productive team takes care of its members by ensuring good communication and cooperation.

· Organization.  CARE has invested in and will continue to promote a culture of safety and security with its ultimate goal “to create and sustain an environment of safety and security for CARE operations.” This requires the inclusion and ownership of all CARE staff.  In keeping with this, CARE has produced the CI Safety and Security Handbook and issued a mandate to ensure the completion, updating, and adherence to a Security Management Plan.
Having staff sign a page that they have read the Security Plan and understand the accountability issues is optional. If your team decides to do this, a sample form can be found on the Template on p.5.
TO DO - As you progress through this Guide, you will see notes like this one. This is telling you to go to the Template and complete the section being discussed. Feel free to work through the Guide in order, front to back, or to focus on the sections of top priority to you first. However, all sections should be completed to form a complete Security Management Plan.

ACRONYMS used in this document

ACD
Assistant (or Acting) Country Director

CD
Country Director

CMT
Crisis Management Team

CSSH
CARE International Safety and Security Handbook (2004)

CISSU
CARE International Safety and Security Unit

CSU
CARE Security Unit

PM
Program Manager

RED
Records of Emergency Data

RMU
Regional Management Unit

SSFP
Safety and Security Focal Point

SSO
Safety and Security Officer

SOP
Standard Operating Procedure

Be sure to clarify any acronyms used in your Safety and Security Plan. Do not assume staff and visitors know what they mean. 

B. Before You Begin
Before the Security Management Plan is formed:

· A security management structure must be in place, and

· A recent and comprehensive situational analysis must be completed.
1. Security Management Structure 
	Managing safety and security for CARE requires commitment and action at every level of the organization. Each, including the individual, has specific roles and responsibilities (see Ch. 1 CSSH). However, developing and maintaining the Security Plan should be a focus of the Country Director and Senior Management Team; Safety and Security Focal Point (SSFP)/ Safety and Security Officers (SSO); and Security Committees.


a. Country Director

Security decisions.  Everyone in the operational line of authority has responsibility for implementing CARE International and National Headquarters’ safety and security policies. However, most security measures are actually implemented by the Country Office and are the ultimate responsibility of the Country Director (CD), Country Representative, or Temporary Presence Coordinator. This person must make final decisions in a crisis situation, take disciplinary or dismissive action when security lapses occur, and make other necessary decisions based on his/her assessments.

Required Staff  issues.  

· Orientation - Upon hire or arrival into a country, all new staff – regardless of position or nationality - must be given an updated briefing on threats in the area and the Country Office’s safety and security policies and procedures.

· Records of Emergency Data (RED) - Country Offices should obtain and update annually or as required an RED for all staff members. The RED should be kept either in a personnel file or in a separate location to facilitate access in the event of an emergency. See a sample RED in the Template, SOP#1.

· Staff meetings - Country Directors will ensure regular meetings are held for management and field staff to provide an opportunity for them to voice safety and security concerns.

Incident reporting.  The Country Office will immediately report all security, safety, and serious health incidents to the appropriate Regional Management Unit (RMU), where appropriate, Designated Member security staff, and the CARE International Safety and Security Unit (CISSU). Though the CD may not always be the one actually reporting, the quality and confidentiality of the reporting is ultimately his/her responsibility.

Emergency evacuation. Country Offices must provide a written policy statement with regard to CARE’s policies, procedures, and responsibilities during an emergency evacuation or relocation. These may differ for international and national staff. The Country Office evacuation procedures must be clearly understood by all staff and updated as required. Ordinarily, the final authority for an evacuation rests with the National Headquarters. However, if time does not permit full coordination or communications are severed, the CD has the authority to order and conduct an evacuation or relocation (CSSH, Chap. 1).

b. Safety and Security Focal Point/ Safety and Security Officer

Every Country Office or temporary presence must have either a dedicated Safety and Security Officer or Safety and Security Focal Point.  This staff member plays a significant role in CARE’s security and safety Planning and management.  Depending on the threat level in the Country Office, the position may be part time or full time. In identifying an SSFP, it is required that the person:

· Be versed in CARE International’s Safety and Security Handbook (2004)

· Have completed CARE’s on-line security trainings

· Be able to collect, store, and communicate sensitive or confidential information

· Be skilled in situational analysis and incident reporting

· Maintain consistent contact with CO staff, understanding their situations and building trust and rapport, and regularly visit all field offices to discuss and verify awareness and compliance of safety and security procedures. Provide safety and security ‘internal audit’ services to ensure the CO is meeting minimum standards and following procedure
· Proactively identify potentially risky situations and suggest corrective measures

· Assist in the development of safety and security Plans, evacuation/relocation Plans and medical emergency Plans

· Facilitate the availability of safety and security training to all CO staff, organizing or conducting local trainings, such as first aid/CPR, fire safety, defensive driving, etc.

· Serve as the coordinator of the Security Committees and as a member of security management teams

· Respond to security emergencies under the CO leadership

· Is given sufficient time and resources by management to fulfill safety and security requirements.

c. Security Committee(s)

Each Country Office and Sub Office will have Security Committees. The purpose of the committee is to gather representative staff to share information, concerns, ideas, and provide support to management.  The Security Committee also allows the Safety and Security Officer/ Safety and Security Focal Point to determine how security procedures are affecting CARE programs and their effectiveness. It is recommended that each committee consist of 4 to 6 people or as many are appropriate based on the size of the office. These staff should be primarily national staff and represent all areas of operation (program, finance, HR, drivers, etc.).

The committee will:
· Meet regularly (once monthly in LOW/ MODERATE risk environments, and weekly- or even daily, if warranted- in HIGH/SEVERE risk environments) to review all reported security incidents to identify trends and ensure all incidents have been reported, analyzed and appropriate action taken. The committee will share security concerns and determine if procedural or policy changes are needed.

· Discuss how upcoming events or changes locally may affect the security environment. Foreseeable events such as elections or other major political changes, drought or rainy season, or other predictable events should be considered in terms of how they may affect the security situation in the community and CARE staff and programs, directly or indirectly. (Where appropriate, all female or all male staff could meet separately to discuss gender-related safety and security challenges).
· Be prepared to respond to any safety or security incident that requires their support. Although some committee members may be on the Crisis Management Team (CMT- to be discussed later in this document), others may be called upon to support response to a crisis resulting from a security incident.

· Regularly test systems and ensure the committee can support the CMT or management team in the event of a critical incident.
· Review and support the Security Officer/Focal Point’s recommendations.
TO DO- Turn to the Template, Section A, page 10 and complete the names and contact information for the CD, SSFP/SSO and the rest of your Security Committee members.

2. Situational Analysis and Risk Ratings

Situational Analysis. The first step in the process of security planning is to analyze your operating context, looking particularly at threats to staff and operations and particular vulnerabilities of the organization and its staff. This is a continuous process, not a one-time activity. See Chapter 2 of the CSSH for information on analysis and assessment. The CARE Academy learning module ‘Personal Security Awareness’ is also helpful in understanding threat, vulnerability and risk. Contact your Designated Member security staff or the CISSU if external assistance in required in performing an assessment.
TO DO – Complete your situational analysis. Using your assessment as a reference, go to the Template, p.12 and list/explain threats which are specific to your area.

Risk Ratings. CARE uses four risk ratings assigned to each country of operation: Low, Moderate, High, and Severe. Based on communications with the CO, RMU, Designated Member, and CISSU, risk rating’s of each country will be reviewed on a regular basis and revised as necessary. The following table lists the four risk ratings, along with indicators and characteristics of each, and actions that the Country Office security staff should be focused on when operating under each particular rating. For your reference, the comparable UN phases and color phases used by many NGOs are also included.

	RISK RATING
	INDICATORS and CHARACTERISTICS
	AUDITABLE ACTIONS

	LOW

Equivalent: UN Phase 1 NGO phase Green
	Area is essentially stable and free of political, economic and social unrest. Crime is generally low and organized anti-government or terrorist groups, if present, exhibit limited operational capabilities. Threats of natural disasters and disease may still exist.
Dedicated Safety and Security Staff devote minimum of 25% of time to security management.

SOP Updates:  Once per year
Safety and Security Audits (via Designated Member) : Once per year

Trainings and Threat awareness: At all new staff orientations. All other staff: once per year

Evacuation rehearsals: once per year

Security Meetings: Can be held as part of ongoing meetings, at minimum quarterly.

	· Country office security officer and sub-office focal points are assigned.

· All staff (and visitors) have an emergency contact list.
· COs have developed risk reduction action plans and are implementing them.
· Records of Emergency Data are available and updated for all CARE staff, including visitors.
· Security Policies and Procedures and CSSH are available to all staff.
· All staff have completed CARE Academy course ‘Personal Security Awareness’.
· All staff have been trained in SOPs and Evacuation Plans.

· All security incidents are tracked and regularly analyzed.

· All vehicles have required equipment and are regularly maintained. 

· The CO Evacuation Plan is up-to-date and reviewed at least yearly.

· All insurance policies concerning staff and assets are reviewed, updated and monitored.

· International staff family members and all visitors are registered with the appropriate embassy or consulate.
· Designated staff carry out tasks required in Phase 1 of Evacuation Planning.
· Lines of authority are clear for the country and region.

· Emergency supplies and medical kits are available in all offices.

· 2 weeks of emergency supplies at designated safe house(s).

	MODERATE

Equivalent:

UN Phase 2 or NGO phase Orange
	Low-level political, economic, and social unrest is present. Safety and security infrastructure is likely poorly developed. Organized anti-government or terrorist groups may be active but not strong enough to threaten government stability. The country may be involved in a regional dispute, exhibit high crime rates, or be prone to natural disasters or disease epidemic.
	ALL OF THE ABOVE PLUS:
· No CARE vehicle movement outside of designated towns after sunset. 

· Vehicles parked in secure areas only and a “half-full” fuel policy maintained.

· Monthly threat assessments completed and distributed to all staff.

· Increased preparedness actions for risks.
· Staff movements are monitored.
· Operational benefit is consistently measured against the risk associated with program implementation.

	
	Safety and Security Staff:  Minimum 50% of time
	· 

	
	SOP Updates:  Twice per year

Safety and Security Audits (via Designated Member) : at least once per year
Trainings and Threat awareness: All new staff orientations; All other staff: once per year
Evacuation rehearsals: twice per year

Security Meetings: Monthly
	· 

	HIGH

Equivalent: UN Phase 3 or NGO phase Red
	Organized anti-government or terrorist groups are very active and pose a serious threat to the country’s political or economic stability. A civil war may be in progress and a paramilitary or guerrilla forces may be in control of a significant area. May be near or in the process of a military coup, be involved in violent disputes with its neighbors, or exhibit a breakdown in social infrastructure. There may be prejudicial treatment of foreigners or specific threats to INGOs and/or CARE. Civil unrest and crime are present. There may be increased threats from disease epidemics or natural disaster.
	ALL OF ABOVE PLUS:
· Weekly threat assessments completed and distributed to all staff.

· Management liaises weekly with Designated Member, local donor representatives and donor head offices on current status.
· Consideration all staff in-country travel to be done only in pairs. 

· Consider having vehicles travel only in pairs, using strict convoy routine.
· Travel may be restricted or banned from specific areas.
· No staff movement after dark or before dawn.

· All staff carefully consider their routines and remain alert for attack, demonstrations, other incidents.
· All staff avoid political rallies or large gatherings of people. If they attend as a personal matter, they are forbidden to wear anything with a CARE logo.

	
	Safety and Security Staff must dedicate 100% of time.  Additional staff may be assigned
	· 

	
	SOP Updates:  Quarterly

Audits (via Designated Member): Twice per year

Training and Threat awareness: All new staff orientations; All staff: minimum twice per year
Evacuation rehearsals: Quarterly

Security Meetings: Weekly
	· 

	SEVERE

Equivalent: UN Phase 5 or NGO rating Black
	Level of violence presents a direct threat to the safety and well being of humanitarian aid workers. Operations are usually not possible without military support and security cannot be reasonably assured.  There may be temporary suspension of operations, evacuation of international staff, and/or additional precautions for national staff.
NOTE:  COs WILL NOT NORMALLY OPERATE IN THIS PHASE AND WILL EITHER ACTIVATE EVACUATION PLANS OR STAND DOWN TO A LOWER SECURITY PHASE IF RISKS HAVE BEEN REDUCED TO A MANAGEABLE LEVEL. 
	ALL ABOVE PLUS:

· Immediate, specific risk reduction activities identified and enacted.

	
	Safety and Security Staff:  100% of Time plus additional staff will be allocated or provided by CI or Designated Member.
	· 

	
	SOP Updates:  As required

Audits: Monthly

Trainings and Threat awareness: All new staff orientations; All staff: quarterly
Evacuation rehearsals: Quarterly

Security Meetings: Daily
	· 

	SUSPENSION OR CLOSURE
	CARE programs have been suspended and/or offices are in progress of an evacuation or other significant CARE security response.
	· Execution of suspension/closure contingency Plan.  


TO DO – Once a rating has been determined in conjunction with your Designated Member and the CISSU, fill the current risk rating into the Template on the cover sheet and p.12.
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Part Two
Security Management Planning Guide
A. Critical Information

There is certain critical information that should be in EVERY Security Plan. The most pertinent information should be printed on the first few pages of the Plan for easy access and quick reference. This includes:

1. Essential Contact Numbers.  All staff should carry an Emergency Contact List.  This should also be posted in all vehicles, offices, residences, and storage facilities, in a place everyone has access to.  A Human Resources staff member could be given the responsibility of updating and verifying the information on the list.

2. Medical Resources. Staff must have up-to-date information regarding hospitals, clinics, ambulance services, etc. which are approved/recommended for their use.
3. Travel Routes.  If travel is restricted, state clearly which routes are to be used and how staff are required to travel (only in convoy, only during daylight hours, etc.).
4. Curfews.  When curfews are established, staff MUST be aware of and adhere to curfew times.  During the curfew, staff should be at pre-designated locations (home, guest houses, etc.).  If it is too late to return to office or home, staff should stay at pre-identified NGO or hotel location, if possible.

5. Other Essential Communications. The phone numbers and radio frequencies necessary in an emergency should be posted and periodically verified and tested. These should be available in a variety of formats, such as small cards for everyone to carry. Transportation-specific cards should be in the vehicle log, and larger, more comprehensive cards posted in the office communications center or radio room. All radio rooms must post government-issued licenses. Staff traveling locally or out of town must check in/out on a movement board and carry a mobile phone or radio as required by the CO. (See section 3.9, pg. 41 in the CSSH.)

6. Assembly Points.  Briefly state the current assembly points in case of relocation or evacuation. Full detail on this will be stated in the Emergency Evacuation Plan (later in this Guide).
TO DO - Complete the page entitled ‘Critical Information’ (the first three pages) on the Template.  This serves as a quick-reference for the information that is needed quickly and most often.
B. Policies, Administrative Procedures, and Standard Operating Procedures (SOPs)
At their foundation, security plans are comprised of critical information, procedures and policies.  This ensures staff 1) have necessary information, 2) know what to do in various situations, and 3) understand how they are accountable for their actions in relation to CARE policy. The CSSH states CARE’s general policies as they relate to safety and security. This Security Management Plan is for you to expand these policies to include your own, specific to your operations and context.

SOPs are standardized instructions for procedures all staff will follow. This section of the Guide will walk you through various topics and will assist in developing and clearly stating policies, procedures and instructions. Most likely, the majority of the policies already exist. The Plan Template assists you in formalizing them in a format that is clear and easily communicated via sample SOPs for you to complete. The Template is meant to serve as an outline that you can expand upon. In each section you must add information, policies and procedures specific to your CO. Because SOPs may be completed and updated at different times, each has a space to enter the date it was updated and the person responsible for that area.

TEN (10) SOPS ARE REQUIRED FOR ALL CARE COUNTRY OFFICE SECURITY PLANS. They relate to the daily management of staff safety and security and ongoing operations. These include:

1. Personal Security

2. Personal Behavior

3. Travel, Vehicles, and Movements

4. Vehicles and Maintenance

5. Facilities Security

6. Communications

7. Incident Reporting and Response
8. Stress Management

9. Medical Emergency Procedures and

10. Media Relations

Templates for each of these SOPs can be found in the attached Guide.
1. Personal Security SOP

Every CARE staff member must view safety and security as an individual responsibility and not be solely dependent on Country Office procedures or security staff.  Using common sense and being vigilant about procedures strengthens our safety and security measures. (See Chapter 4 of the CSSH). The ‘Personal Security’ SOP lets staff know specifically what is required of them individually. Please ensure ALL staff have completed the compulsory CARE Academy course “Personal Security Awareness” found at http://www.careacademy.org.
a. Staff Documentation 

All CARE staff MUST carry the following required documents at all times:
· CARE ID card (consider security sensitivities when deciding what information to include)

· Emergency contact list (can include partners and UN, if appropriate)

· Medical alert and insurance information

· Drivers license, if driving

In addition, all expatriate staff must carry:

· Copy of passport and visa/work permit

· SOS or other emergency medical insurance
· Contact information for embassy or consulate

Staff should also keep inoculation records on hand at home.
b. Record of Emergency Data (RED)

All staff members should have a Record of Emergency Data (RED) on file in a secure location in a CARE office. This information will be used only in case of an emergency and will not be viewed by other staff. The RED should contain, at minimum:

· Date RED completed

· Home address and telephone numbers

· Pre-existing medical conditions, if any

· Name and contact information for next of kin

· Blood type/group

· Any known allergies or medications.

A senior manager (suggested ACD or HR manager) should be responsible for maintaining a register of staff passport numbers and their validity, as well as re-entry and exit visas for each international staff member and dependent. A summary report should be prepared for review by the CD quarterly. Also, staff should be alerted at least 45 days before their passport of visa expires so they can begin the renewal process. This is especially important for COs with many expatriate staff.

TO DO - If your office does not already use an RED and ID card, you need to design one. Keep a blank one in the Security Plan for new staff. There is a sample in the Template in SOP#1, p.15. Personalize this sample as needed for your office.

Also, create a checklist or tracking sheet to regularly check that staff members are carrying the appropriate information and documentation. Random checks will help in reminding them.
2. Personal Behavior SOP
CARE staff must not engage in conduct that interferes with operations, discredits CARE, or is offensive to colleagues, donors, beneficiaries, vendors, or visitors. CARE staff must avoid conduct that may lead to their becoming a victim of a security incident. Personnel should avoid lack of sleep, poor stress management, and drug or alcohol abuse since they can impair judgment and the ability to react appropriately in a potential safety or security incident. (See section 3.1 of the CSSH). Staff must know the policies of CARE regarding personal behavior and potential repercussions of acting outside of those policies. These can be shared regularly in meetings, memos, etc. Even seasoned, experienced staff need to be reminded of CARE’s policies. Some offices may choose to have staff sign that they have read and understand CARE’s policies.

a. Policies of Personal Behavior
Weapons

Under no circumstances will CARE employees carry weapons or have weapons or ammunition while on assignment with CARE. To do so would undermine CARE’s humanitarian imperatives and endanger the well-being of other humanitarian workers. CARE offices will adopt a “No Weapons” policy, prohibiting weapons in CARE offices, vehicles, or storage facilities.
Alcohol

The unauthorized use, possession, sale or distribution of alcohol while on CARE property is prohibited. Being under the influence of alcohol while working for CARE is also prohibited. Additional restrictions may be imposed when working in certain areas.

Substance Abuse

The use, presence, sale, distribution, manufacture or possession of illegal drugs or controlled substances while on CARE property (including in a CARE vehicle) or on CARE business, is prohibited. All prescription pharmaceuticals should be kept in their original containers with the patient’s and doctor’s names clearly identified.

b. Cultural Considerations and Social Interactions
Every CARE staff member has an obligation to learn and respect the cultural norms and practices of the country in which they are living and working.  Respecting and adhering to these standards builds a positive image, lessens security incidents, and promotes acceptance of CARE.  (See section 4.1, pg. 49 of the CSSH). National and international staff must assist one another in understanding the local environment.

Each country office should provide country-specific guidelines regarding appropriate social interactions. As a general guideline, building rapport with neighbors and local residents can promote acceptance and help ensure access to local safety and security information. (see section 2.3 in the CSSH regarding the strategy of acceptance)

Steps to building a positive image in the community can include:

· Arrange an introduction to the local authorities, as appropriate.

· Interact often with neighbors and other CARE staff.  Become involved in community activities apart from work.

· Dress and behave in a manner considerate of local customs to avoid unwanted attention or disrespect.  It is recommended that a national staff member facilitate cultural training and that a female staff member brief new female staff and dependents.

· Avoid political discussions.

· Avoid being drawn into relationships that might carry unwanted personal obligations or expectations.

· Obey local laws at all times.

· Avoid transacting business with or carrying on personal relationships with those suspected of violating local laws.

· Strictly adhere to all CARE policies on personal conduct, alcohol, substance abuse, and weapons, as listed above.

(See Chapter 4, pg. 50 of the CSSH).

TO DO – complete table of cultural and social norms on Template, as they apply to your area of operation. Also, insert requirements for staff that are expatriates or are from another region of the country and may not be familiar with the cultural norms of the area.
3. Travel, Vehicles and Movements SOP

This can sometimes be the most lengthy, detailed, and changing SOP in a Security Plan. It is also one of the most important as all staff travel, even if only to and from their homes. Staff must know how, when and where they can and should be traveling, whether by foot or vehicle. Many important travel decisions must be made by the Security Committee and CO management. The resulting policies must be clearly stated in this SOP. (See sections 3.3, 4.2, 4.3, 4.4, 4.6 and the first section of the Appendix A checklist of the CSSH for transportation information).

a. Travel Planning

Every CARE office and suboffice must have a system for planning and tracking staff movement. For instance, a vehicle movement board can indicate where vehicles are on a particular day, with driver, passengers, time of departure, destination(s) and estimated time of return clearly marked. Times of radio check-ins and vehicle locations at each check-in should also be recorded. This is especially important in higher risk areas. A trip ticket system must be part of your travel tracking plan. Trip tickets allow authorization to travel and should contain:

· Vehicle details (make/model, etc. or assigned number)

· Names of driver and passengers

· Call signs (if fitted with a radio)

· Origin and destination of trip

· Intended route

· Planned stops along the route

· Planned times of contact points along the route

· Estimated time of departure (ETD)

· Estimated time of arrival (ETA)

· Estimated time of return (ETR)

A driver should not leave until a trip ticket is completed and signed by a designated manager or security staff, and the trip information has been posted on the vehicle movement board. Also, clear procedure should be followed if a planned check-in does not occur.

TO DO - On the template, describe the vehicle tracking system used in your office, insert a blank travel ticket and describe what should be done if travelers do not check-in at the designated time. Determine who is responsible for monitoring the vehicle movement board.
b. Transport Request

In this SOP, include clear procedure regarding how staff request transport. 

TO DO – On the template write in procedures for requesting transportation, who is responsible for organizing travel, are there restrictions on who can request travel?
c. Overnight Stays

State who gives authorization in advance of a trip involving an overnight stay. Overnight trips should only be authorized after a review of the trip plans, purpose and current security in the proposed area of destination.

TO DO – List places where personnel are authorized to spend the night; what the communication protocols are for overnight stays; what equipment must be taken on overnight stays; if there is a maximum number of staff who can be away overnight; and any other requirements/ policies for your area.
d. Drivers and Driving Authorization

Before driving any CARE vehicle or motorbike, all drivers must have a driver’s license, pass a driving test (governmental or CARE) and must have first aid training. A defensive driving course is highly recommended. This includes hired drivers.

	All drivers and passengers, front and rear, in a CARE vehicle will wear seatbelts at all times while the vehicle is in motion. Drivers are not to move until all seatbelts have been fastened.


TO DO - State clearly who can drive CARE vehicles. Who gives authorization to drivers for trips and who determines priority when multiple trips are requested? Who tracks which drivers have completed first aid training and defensive driving courses? Is there a head driver? If so, what are his/her responsibilities? Develop and circulate a checklist for drivers to complete before every trip. This is to include a fully stocked first aid kit, current fire extinguisher, and drinking water. There is a sample checklist in the Template appendix, pg. 58. (see section 4.6 of CSSH)
e. Visibility and Logos

In many cases it is prudent to include CARE logos on vehicles. However, in other areas, this puts staff at additional risk and exposure. Your Security Committee should recommend to the management team how to manage logos on vehicles. Also, are there certain types/colors of vehicles that should always or never be driven by CARE staff? Should only hired vehicles be used? All CARE vehicles should have a ‘no weapons’ decal clearly displayed in a window and a laminated copy of the ‘NO WEAPONS” policy in English and at least one local language stored in the vehicle.

	No weapons or ammunition, under any circumstances, will be carried in CARE vehicles.


TO DO - clearly state the policy of logos and other visibility issues on CARE vehicles.
f. Passengers and Cargo

It is CARE International policy that all passengers wear seatbelts at all times.

Non-CARE personnel are not usually permitted to travel in CARE vehicles except in special circumstances or emergencies. CARE policy does not allow any uniformed military, police or other armed person into any CARE vehicle.

	If staff are confronted with a request for transport by any armed person, they should explain CARE’s policy regarding the transport of armed personnel. If the person or group persists and poses a threat to CARE personnel or assets- transport them or give up the vehicle. Report the incident as soon as possible to senior management.


Security Committees and management teams should determine if there are additional restrictions on the types of cargo allowed in CARE vehicles. 

TO DO - clearly state the cargo policy, including the transport of non-CARE cargo. Who authorizes various cargo and how is it checked?
g. Vehicle Accidents

(see Chapter 4, pg. 55 of CSSH) Clear procedures must be stated in the situation of staff being involved in an accident, staff witnessing an accident, and how to report an accident.

TO DO – Explain vehicle accident procedures in the Template, for involvement, witnessing and reporting.
h. Convoy Travel

(see Chapter 4, pg. 57 of CSSH) Clear procedures and recommended guidelines must be stated regarding when convoys are mandatory, who is responsible for planning them, and other requirements.

TO DO - Clearly state your CO convoy policies in the Template.
i. Public Transportation and Walking Safety

(see sections 4.3 and 4.4 of CSSH) Guidelines should be stated for walking and using public transportation. Include restrictions on areas where one can walk or the time of day/night they can walk. What restrictions/guidelines do you have regarding public transportation? Be sure to consider the mode of transportation the majority of staff use to get to work. In other words, if most of them take the public bus, there should certainly be guidelines on this mode of transport in your area.

TO DO - Clearly state public transport and walking guidelines, restrictions, and repercussion for acting outside of these restrictions.
	If checkpoints are an issue in the areas where CARE staff travel, either include guidelines in the Travel SOP or create a separate Checkpoint SOP. (see p.56 of CSSH) A sample checkpoint SOP can be found as an appendix to the Template, pg. 57.


4. Vehicles and Maintenance SOP

Consistent, quality maintenance of vehicles will aid in preventing accidents and extend the life of our vehicles. In this SOP, consider vehicle procedures that are needed for all staff (such as parking requirements at the office), as well as those specifically for drivers or others responsible for vehicle maintenance. For the latter, one option is to create a detailed checklist they use before each trip or daily use. Instructions should be clear regarding what to do if something on the checklist is amiss. A sample checklist is attached as an appendix to the Template. It is only a sample. You will need to change the items listed and notation codes used to be most appropriate for your team. However, the primary point is that daily checks be done before vehicles move and weekly maintenance reports submitted and reviewed.  In most cases, travel should be postponed until the issue is resolved. Consider fuelling practices, daily inspection, vehicle log books, parking protocols, safety equipment, maintenance schedules, vehicle storage at night, and vehicle documentation. It is best to be very specific on a vehicle SOP. For example: “At the main CARE office, vehicles may be parked only on the east side of the building, backed in and  facing out. They may only be left overnight if gate is securely locked”.  Specify whether your drivers are required to have vehicle bomb mitigation training. Also, don’t forget other vehicles used by the CO, such as cargo trucks, motorbikes, or boats.

TO DO – Complete SOP #4 on the Template. Be sure to assign someone specific to b responsible for ensuring that vehicle checks are done and documentation is up-to-date, such as a transport manager. As in all SOPs, be sure to include the consequences of not following procedures.

5. Facilities Security SOP

(see sections 3.2, 4.5, and Appendix A ‘Facility Safety and Security’ section, pg. 112 of CSSH)

a. Weapons and Armed Guards

	Under no circumstances will CARE employees carry weapons or have weapons or ammunition while on assignment with CARE. CARE facilities will adopt a “No Weapons” policy, prohibiting weapons in CARE offices and storage facilities.


If staff were to carry weapons, it would undermine CARE’s humanitarian imperatives and endanger the well-being of other humanitarian workers. If working with weapons becomes the only option, suspension should be considered as this represents too great a risk to staff, beneficiaries, and assets.

Under no circumstances will CARE employees carry weapons or have weapons or ammunition while on assignment with CARE. CARE facilities will adopt a “No Weapons” policy, prohibiting weapons in CARE offices and storage facilities. Although situations vary, generally it is preferable to use an established security firm rather than the local police or military. A list of security guard procedures and pertinent CARE policies must be posted at each guard position, along with a copy of the CSSH in the local language.
Each security post should also be equipped with a functioning flashlight, basic first aid kit, fire extinguisher, whistle, means of communication, and emergency staff contact list (including after hours contacts).

TO DO – If, after consultation with your Designated Member, armed guards are used in your area, clearly state the way they will be managed, if they are required by law, and how staff will (or will not) interact with them.
b. Office Access Control

Each CARE office must develop and regularly update policies, procedures and restrictions for office access, key management and visitor processing. Consider who should be allowed into the office and when- days of the week and hours of the day. Is there a guard during off-hours, or a receptionist during office hours? If so, both should be well versed in access restrictions and be empowered to enforce them. Emergency contact information should be readily available to both. Specific, clear instructions on visitor processing should be provided to both as well.

How many keys exist to each facility? Who has them? When were the locks last changed and updated? Does the locksmith keep copies of the keys? Is there an access code? Who knows it and how often is it changed? These are the types of questions which should be answered in the Facilities Security SOP.

When considering keys, don’t forget the security grates for windows and doors, if present. They should remain locked for security purposes, but must be easily opened from the inside in case of fire or other emergency.

Ensure primary and emergency exits are clearly marked. These should be visible at night or during loss of power as well.

Managing visitors can be a challenge, especially in very busy locations. The goal is to find a balance between ensuring visitors have proper identification, restricting office access, checking bags, etc. and having them feel welcome and have an expedient check-in process.

‘Office Access Control’ is one section you may choose to place in the ‘Sensitive Issues’ section of the plan so it is not circulated to all staff.

c. First Aid kits, Fire Extinguishers, Earthquake Emergency Kits
	All CARE offices will have a physical safety assessment done at least once per year.


All CARE offices, residences, vehicles, and storage facilities must have current and complete first aid kits and fire extinguishers (or other adequate fire fighting equipment, such as sand, water, etc.). Determine who is responsible for updating each and where they will be placed in each facility. They must be clearly marked and easily accessible (not in a locked box). Someone should be appointed to regularly (monthly) check that they are present. It is preferred to have all staff practice using a fire extinguisher at least once. They will be more likely to use it in an actual fire. A sample first aid kit is attached to the Template as an appendix, but kits should be stocked with items which are practical and readily available in your area. If you are in an area prone to other emergencies, such as earthquakes, wildfires, etc, the first aid kit should be personalized for such events. Personal medical issues common in your area, such as snakebites, should also be prepared for by stocking the first aid kit with appropriate items. Annual physical safety assessments can be done by the Safety and Security Focal Point or an outside assessor. To prepare for such a review, see CSSH Appendix A ‘Facility Safety and Security’ section, pg. 112.

d. Building Evacuation/ Fire Procedures
Fire drills should be conducted at all CARE facilities every six (6) months. Each CARE facility should have a building warden. The primary responsibility of this person is to ensure everyone is accounted for in case of an evacuation. Check with your local fire department, where applicable, to see if they offer any training or assistance with drills. Building evacuation routes should be posted clearly in multiple locations in each facility. Staff should know at least two ways to evacuate a facility. Ensure that staff understand that their primary objective in a fire is to evacuate, not stay and fight the fire. This should only be done if it is safe to do so. Office items can be replaced- staff lives cannot.
TO DO - complete template questions for SOP #5, including procedures for emergency evacuation, maintaining fire extinguishers & first aid kits, key control and processing visitors.
6. Communications SOP
The requirements for communications and the establishment of communications networks vary greatly and are dependent upon the size, location, and hazards within your area of operations. Minimum standards must be adhered to in order to provide for the safety and security of CARE personnel.

Country Offices or a temporary presence can either arrange for their own VHF and HF frequencies through the host government, or arrange to participate in a common NGO channel if there is one available through the UN (when present). There may be a designated UN security channel. It may be wise to arrange for the designated security officer and the CD (country representative/ team leader) and ACDs to have access to that channel on their VHF portable radios.

In this SOP you basically need to describe, in detail, what types of communications are used most and recommended in your area. Remember to strive for redundancy and have at least two methods of communication. If you rely on mobile phones, what would you do if the cell towers were down? Describe protocols for obtaining equipment, for using the equipment, and what to do in case of loss of communication. Again, if you have been through the EPP process or other contingency planning, you should already have this information.

TO DO - Identify the person responsible for the inventory of comms for your CO, this may be an IT or emergency staffer. If you have a radio room, who mans it? Who is responsible for obtaining and renewing the appropriate licenses for using the various comms?
7. Incident Reporting and Response SOP

A well-maintained incident report system can help Country Office staff identify, analyze and react to changes in their security situation.  The data also provides a snapshot into your operating atmosphere to other levels of the organization. Incidents which require reporting to your Designated Member are:

· Theft

· Accident

· Attack/ Assault

· Kidnapping/ Abduction

· Threats of any kind

· Arrest/ Detention of staff

· Serious Illness (resulting in death or medevac of staff)

· Natural Disaster (resulting in injury or death to staff or damage to CARE property)

· Evacuation/ Relocation

· Unauthorized Entry

Incident reports should be accurate, complete, and kept in a secure location with access restricted to the appropriate staff to ensure confidentiality. (see section 3.7 of the CSSH). This is especially true when personnel information is included in a report. To facilitate analysis and appropriate response, incident reports must be complete and timely. Reporters should not wait until every detail is collected and confirmed to release a preliminary incident report, nor should they release premature information that could be incorrect. If your Designated Member has adopted the CI Security Incident Monitoring System (SIMS), see the incident reporting form on the template. You can be assured that any data entered into SIMS will be stored safely and confidentially, with very limited access.
A post-incident report also needs to be completed after a significant incident has occurred. This allows analysis is to be conducted.

TO DO – On SOP#7, complete the incident reporting details. Have incident reporters been identified? Do they know what/how to report? How are incident reports to be stored? (This may be answered in the ‘sensitive issues’ section, so that the location of incident reports is confidential).
8. Stress Management SOP

The nature and environment of CARE’s work can often lead to increased stress. Stress management issues are not traditionally thought of as part of safety and security management. However, the better one manages his/her stress, the more prepared they are to respond during potential incidents. Also, staff who are under extreme amounts of stress but do not take time to care for themselves, can place their colleagues in danger. (see Chapter 6 and the Medical/Stress Management section of Appendix A of CSSH). A stress management SOP can clarify to staff the resources available to them, as well as state accountability for staff well-being. Clearly state who staff can contact if they feel they need help, and what type of support they can expect. Managers can certainly play a role in limiting stress in the work place by monitoring the work environment for exceptional stress build-up and enforcing time off/ R&R policies. Have you identified an external psycho-social team to help staff who are suffering from stress? How are the stress levels of staff monitored?
TO DO - complete SOP#8 on template regarding stress management.
9. Medical Emergency Information and Evacuation SOP
Medical SOP(s) can be one of the more extensive and detailed components in your Security Plan. Each staff member and visitor must be familiar with relevant medical evacuation plans, health-related threats, and recommended medical services. (See section 3.4 of the CSSH). One practical way to develop this SOP is to walk through the steps needed in a medical emergency.

Imagine a team is in the field and someone experiences a minor injury, such as a cut or sprain. Do the driver or other staff know what to do? Do they have basic first aid skills? Is the vehicle, warehouse, or suboffice stocked with first aid supplies? Now, do the same thing with a more serious injury. Do the driver or other staff know CPR? Do they know where to take staff in case of emergency? Is there a partner or UN agency who can be called for assistance? If a helicopter or ambulance is needed, who should be called? What would CARE pay for and what would the staff member be expected to pay for? What if blood is needed? Are the current medical contacts easily available?

Be sure to consider these scenarios for both national and international staff. In medical issues, there can be a difference due to variances in medical/evacuation insurance coverage.

a. Critical Information to Provide to Medical Evacuation Company

This information will help to facilitate an appropriate and fast response and/or medical advice if you have the following information. This checklist should be kept in each vehicle, radio room and reception area. 

General

1. Your location and contact, telephone number/radio frequency.

2. Number of patient(s).

3. Name, age and sex of patient(s).

4. Membership number

Medical

1. General nature of the problem, e.g. car accident, a fever, a collapse, an assault, etc., the time it occurred or duration of the illness.

2. Is the patient conscious or unconscious?

3. Is the patient breathing?

4. Does the patient have a pulse?

5. Is the patient confused (do they know their name and where they are)?

6. Is the patient in pain (where is the pain)?

7. Is the patient bleeding (where are they bleeding and how much)?

8. Is the patient able to walk (with support or without)?

Location Of The Patient  (e.g. hospital, health centre or lodge, home, at site of accident.)
1. If the patient is in a hospital/health centre request the medical person in charge to talk directly to the evacuation company or get a medical report for them (diagnosis, general condition, vital signs, treatment).

2. If the patient is still on site of the accident, what First Aid treatment has been given (if any) and by whom?

d. Airstrip

1. Which is the nearest airstrip? (NOTE: This information should be pre-identified and attached to the Security Plan)

2. Condition of the airstrip (tarmac, dirt, grass)? Lighting facilities?

3. Weather report (rain, heavy cloud, clear sky)?

4. Is transport to the airstrip available, yes or no?

5. How many people will accompany the patient on the flight?

b. Sexual Assault
As part of orientation, all staff members should receive a briefing on the CO policy on sexual harassment and procedures in the event of sexual assault. These policies and procedures should be reviewed regularly. (see section 5.5 of the CSSH). This is an extremely sensitive issue and should be managed as such. Remember that follow-up after a sexual assault is both a medical issue and a criminal one, so proceed with care. As in any attack, the medical condition of the victim takes first priority. Laws vary widely in the countries where we work, but in many cases criminal charges will be explored only at the wishes of the victim. In this SOP, clarify best practices of what to do during and after an attack, as well as resources the staff member can expect from the organization.
c. HIV Response
It is suggested that offices obtain and maintain a post-exposure prophylaxis kit (PEP Kit) to be administered to a staff member who has suffered possible HIV exposure as a result of an incident or medical procedure. It is an individual’s responsibility to take all necessary precautions to avoid exposure. All staff members must be familiar with the CO policy on PEP kits. Partner with your HR staff and Designated Member to develop this policy.

d. Medical Insurance and Medications
Details regarding what is covered by medical insurance and how to access that coverage should be incorporated into the SOP. Ensure that all staff carry coverage information with them and they understand how it can be accessed by them and their families.

Also, clearly state what medications are readily available in the area, as well as those which may be necessary but are more difficult to procure.

TO DO – complete medical emergency info in SOP, including staff contact for CO pep kits, if available. Also include the policies around accessing PEP kits.
10. Media Relations
Relations with the media are not traditionally considered security issues. However, if not planned and managed properly, those relations can put staff at harm. Your situational analysis should include an analysis of the media in your location and region, if applicable. Working with private, international media outlets can be very different than a local, state-controlled outfit. Work closely with PR, media or external relations staff to develop a clear understanding and approach to working with the media. All staff should be ‘speaking the same voice’ and should understand CARE’s messages. In some areas it may be necessary to instruct staff not to speak with media at all. Or possibly only a small team should develop media relationships. State these clearly in SOP #10.

C. Crisis Management and Contingency Planning

A crisis is a rapidly unfolding event that threatens one’s physical and emotional sense of security. This can include a critical safety or security incident, such as a kidnapping or natural disaster, or an internal event, such as allegations of wrongdoing against a staff member. A systematic, preplanned response for such crises will help lessen the impact to individuals and the organization, should they occur. A practiced contingency plan also assists in managing decision-making and stress during these times. The flowcharts found in this section represent visually a guide for first responders to crisis events, meant to assist with determining next step. Having such flowcharts up-to-date and ready during a crisis will assist in decision making during difficult and stressful times.

1. Crisis Management Planning and Crisis Management Teams

The first and most important step in crisis response is the planning you have done before the crisis itself. The purpose of a Crisis Management Plan is to prepare and implement a timely, prudent, and effective response to any threat or action which is considered extraordinary. The time a crisis begins is certainly not the time to begin your planning. By the time a crisis hits, plans should be in place and rehearsed. A Crisis Management Team (CMT) is an essential element of this planning and response process. Each member must be aware of his/her role and of expectations. The team should consist of those with authority to make decisions and may be different from the Security Committee. The CMT convenes only in times of crisis, where the Security Committee must continuously be monitoring the security situation of the Country Office and operations. The CMT makeup should be appropriate for your office or suboffice. To ensure continuity of operations, staff members should be appointed to fill in for CMT members who may need to devote a significant amount of time to a crisis. (see Appendix A of the CSSH)
An example CMT is below. The basic roles are listed in the table on the Template (p. 45). Of course other roles should be added as needed in your situation, such as legal or media relations.
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TO DO: go to template and list names and contact information for crisis management team.
2. Contingency Planning and Flowcharts

As in medical emergency planning, other scenarios can be planned for by walking through each step. Look at the primary threats and risks in your area, as described in the situational analysis. This could be kidnap for ransom of a staff member, abduction of a staff member by a rebel group, or a natural disaster- less likely incidents that would have a great impact on the organization. (In case of natural disaster, emergency staff and plans will be part of the response- there is certainly overlap with security planning and EPP). Imagine each of the situations occuring and how the organization or your team would respond. Flowcharts are a practical way to visually demonstrate steps to take. Here are sample flowcharts that can be used as reference when developing crisis/ contingency plans in various situations. Though narrative instructions are also effective, it is recommended to develop flowcharts for situations you are likely to face. They are more likely to be used and are a great quick-reference.

TO DO - Ensure all likely scenarios and those which would have greatest impact are shown in flowchart form.
a. Medical Incident Flowchart 
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b. Missing Person/Abduction Flowchart
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c. Sexual Assault Flowchart
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kit/contraceptive given if available/needed. 

Ensure privacy, and situation is controlled. 

CD/Senior Management assigns appropriate 

staff member to accompany victim to hospital.

If the accused is a CARE 

staff member, detain if 

possible in a secure place. 

Call appropriate authorities.

Prepare incident report – maintain strictest 

confidentiality

Preparations HQ and Field



Ensure awareness of policies and risk



Have knowledge of legal/police procedures



Pre-identify suitable medical facilities



Develop knowledge of cultural 

connotations



Identify CARE procedure for victim support



Ensure availability or access of PEP kit 

and appropriate medication, if CO policy 


d.  Relocation/Evacuation Flowchart (see next section of Guide)
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D. Evacuation, Hibernation, and Relocation

	Each CARE office and suboffice must have a staff Evacuation Plan.


The purpose of an Evacuation Plan is to give clear, concise instructions to staff on how to prepare and enact an evacuation. (refer to section 3.11 and Appendix C of the CSSH). Once developed, an Evacuation Plan should be updated and rehearsed at least annually to be effective.  Waiting until an evacuation is called to finally read the plan is too late. The Evacuation Plan will detail who will be evacuated out of the country and relocated inside the country, as well as the process of doing so. An Evacuation Coordinator should be identified. This may be the CD, Safety and Security Focal Point, Emergency Director, or other appropriate staff member.  Depending on the situation, staff may be instructed to:

· Hibernate (stay in place),

· Evacuate across borders, or

· Relocate within a country to a safer location.

An Evacuation Plan will be completed for each location, based on number of staff to be supported (including sub-/field offices). As referenced in the CSSH Appendix C (Evacuation), the Plan must address at minimum:

· Who will be evacuated;

· Where will staff be evacuated to;

· How will staff be evacuated;

· What goes and what stays (equipment, documents, etc.);

· Who is in charge during and after an evacuation; and 

· What will be the expected impact of evacuation on operations.

Once this section of the Security Plan is completed, Part D can also serve as a stand-alone Evacuation Plan.

1. Evacuation Phases 
Preparing for an evacuation involves four distinct phases, although a situation can deteriorate so quickly that the evacuation may start in any one of them.  You can determine your Evacuation Phase by looking at the corresponding Risk Rating:
	Evacuation Phases
	Criteria

	Phase 1  -  Planning 

Risk Rating: Low
	All country offices are in PLANNING stage at all times.

	Phase 2 -  Alert 

Risk Rating: Moderate
	Mounting tensions and/or instability /Pandemics may lead the CD, in consultation with the Designated Member, RMU and CISSU to recommend limited operations, increase security measures, and review the Evacuation Plan.

	Phase 3 - Evacuation imminent 

Risk Rating:  High or Severe
	CO suspends majority of normal operations to concentrate on evacuation preparation. 

	Phase 4:  Evacuation
Risk Rating: Severe
	Evacuation or relocation takes precedence over any other activities.


TO DO – Determine your current evacuation phase and insert into template, pg.47. Include contacts with various responsibilities. Identify essential staff- this may change according to the situation, but always includes Security and may include Finance, Admin, Logistics, or designated drivers. You can include the list of essential staff in the primary evac plan, or in the ‘sensitive issues’ section if there are security issues with identifying these staff in written form.

The following table gives further detail about the various evacuation phases and what staff should be focusing on. Each level builds on the levels below it. In other words, in Phase Two all Phase One procedures apply as well.

TO DO - Either include this table in your Evacuation Plan- having changed details to reflect your team- or develop your own, more specific procedures based on the table. (refer to Appendix C of CSSH) Complete the tables in Part D of the Template, adding additional information as needed. Be sure to include post-evacuation procedures for resumption of operations.

	
	Planning 

Phase I (All Levels)
	Alert  

Phase II
	Evacuation Imminent 

Phase III
	Evacuation 

Phase IV

	Responsible for coordination
	Country Director/ Temporary Presence Coordinator
	Country Director/ Temporary Presence Coord
	Country Director/ Temporary Presence Coord

Give clear instructions regarding responsibilities and leadership roles to those staff staying behind.
Letters of Authorization prepared.
	Country Director/ Temporary Presence Coord and/or alternate for handover.

Ongoing communication with evacuees, and Designated Member CMT. 

	Staff Procedures
	Training and comprehension of Evacuation Plans 
Identify essential staff
Inventory all office equipment & assets
	Plan for salary advances

Discuss risks with staff
Test comms systems
	Local staff salaries paid, consider salary advances

Ensure all staff are aware of Person in Charge

Non-essential staff and dependents have been evacuated
Communication means established between those evacuating and those remaining
	Staff proceed to pre-designated location, contact CD or Designated Member, and await further instructions.

Hibernate or Evacuate by safest means possible.

	Documents necessary
	SOPs and all contingency plans

Back up important files on disc, delete sensitive files and shred important documents
	Each expatriate staff member and their family always carries passport and visa, driver’s license, extra cash, open-ended ticket to safe location- remains in contact with embassy.

Back up all files
	Travel visas, passports, CARE ID

Send as much as possible by electronic means out of country

Place documents to be destroyed in one location for quick access.
	All travel documents, important files are stored safely or destroyed.

	Notification of Partners
	CD and SSFP
	Yes

By Evacuation Coordinator
	Yes

By Evacuation Coordinator 
	Yes

By Person in Charge

	Notification of UN, embassies
	CD and SSFP
	Yes

By Country Director
	Yes 

By Country Director
	Yes

By Person in Charge

	Notification of Designated Member
	CD
	Yes

By Country Director 
	Yes and in addition, CISSU. RMU
	Yes, CMT to Designated Member CMT and CISSU, RMU

	Decision Makers
	Country Director
	Country Director
	CD, CISSU and Designated Member
	CD, CISSU and Designated Member

	Other actions/materials needed
	Prepare safe houses, fuel, food water equipment emergency medical kits with proper medication. Maps and back up communications
	Flashlights, extra batteries, handheld radios
	Go Bags: 10 kg personal, 5 kg food & water
	If risk of looting, disable radios, equipment and vehicles.

Ensure communications equipment is left with remaining national staff

Empty and open safes

	Transportation and Logistics
	Inventory of possible transportation to be used
	Inventory of CARE assets
	Each evacuee is assigned to a specific vehicle
	Evacuees proceed to pre-established areas safely

Possible Hibernation


2. Evacuation Preparation

Below are recommendations for evacuation preparation.
PERSONAL “GO” BAG:  All staff traveling to the field should have ready one personal “go” bag containing all the items they would need if required to evacuate without any prior notice from the area. 

QUICK RUN BAG: A quick run bag is a survival kit. It should be carried with staff in the field at all times, especially in HIGH or SEVERE risk environments. The quick run bag is intended to provide basic survival in the event of such incidents as a breakdown in an isolated area or unexpectedly having to spend the night in an unsupported location.
HIBERNATION STOCKS:  In the event of hibernation, safe houses will need to be pre-stocked with essential items. (For quantities, determine likely numbers of personnel to hibernate and multiply by 15 days). During hibernation, all staff should have their personal “go” bag with them, containing all the items they would need if required to evacuate without any prior notice from the area. 

ESSENTIAL DOCUMENTS AND BACKUPS: During potential for civil unrest, as part of Phase I – Planning, the CO should ensure they have a backup of all files and documents needed to re-establish CARE operations. Back-ups can be stored offsite and should be held on CD at the Designated Member or RMU (sent monthly). Most backups can be carried on external hard drives. Obviously, determining which data and documents are essential for a start-up cannot be done in the midst of an evacuation or office closure. Create a list of essential items to back-up (possibly in checklist form) on a monthly basis. If evacuation is necessary, the back-up disc is no more than one month old. It is important to involve HR and finance staff in this process. Of course, the back-up disc must be kept in a secure place.

Suggestions for each of these categories are listed in the tables below.

	Personal Go Bag
	Quick Run Bag
	Hibernation Stocks
	Essential Documents

	Essential items:
	Essential items:
	Essential items:
	Financial

	· Passport (with visa if required)

· Airline ticket, if appropriate

· CARE ID Card, Driver’s license, National ID card, allergy/vaccination cards, other photo ID

· ISOS Card/WWA card (international staff). National health card (national staff)

· Emergency contact list

· Sufficient bottled water.

· High Energy Food such as chocolate bars/protein bars. If not available, other types of non-perishable food items.

· Flashlight with extra batteries

· Personal first aid kit & medications (including oral rehydration salts)

· Insect repellent

· Sunscreen

· Sunglasses

· Hat or head scarf

· Good, closed, walking shoes/boots 

· Pocketknife. (Recommend Swiss Army style knife with can opener)

· Map (with surrounding countries if possible)

· GPS (if issued)

· Radio, Thuraya and/or Mobile Phone (inclulding chargers, extra batteries)

· Cash (dollars and/or local currency in various denominations)
	· Flashlight with batteries

· Compass

· Bottled water

· High energy bars

· Change of socks

· Personal First Aid kit

· Water purification tablets

· Multi-tool

· Sewing kit

· Lighter
· Chemical light sticks

· Survival blanket

· Insect repellent

· 10-15m nylon cord

· Lightweight sleeping bag

· Water bottle

· Candles

· Ready to eat meals
	· Water: drinking, cooking, bucket bath

· Non-perishable food items

· Hygiene items

· Sleeping area items

· If safe house in an office, cooking and other items will be needed

· Fuel for generator and lamps

· Lamps/oil lamps

· Flashlights w/extra batteries

· Matches (waterproof preferred) or lighters

· First Aid kit and medications
	· SCALA/ SUN backups

· Active donor contracts (electronic or scanned)

· Latest monthly bank statements

· Information not yet entered into SCALA/ SUN
· Checks

· Cash

	· 
	· 
	· 
	Procurement

	· 
	· 
	· 
	· Purchase orders/services contracts for which goods or services have not been received
· Rent contracts/ Property titles
· Insurance policies

	· 
	· 
	Other
	HR

	· 
	· 
	· GPS (if issued)

· Radio, Thuraya and/or mobile

· Cash 

· AM/FM radio (solar or wind-up if available)

· Clock with extra batteries

· Reading materials

· Games 
	· Employment Contracts for current employees

· Last monthly payroll register

	· 
	· 
	
	Transport

	· 
	· 
	
	· Vehicle Title

· Vehicle Registration

· Vehicle Insurance

	· 
	· 
	
	Other critical items

	· 
	
	
	· Country Agreement

· Keys

· Comms/spare batteries

· Contact list

· Laptops if possible

· Removable hard drives

	Possible Additional Items
	First Aid Items:
	
	

	· Sleeping bag/blanket/Sheet

· Mosquito net

· Toiletries (don’t forget toilet paper!)

· Change of clothes

· Reading material

· Matches (windproof and waterproof, if available) or lighter
	· Amoxicillin (suspension)

· Tensor bandage

· Triangular bandage

· Surgical gloves

· Gauze pads

· Stitching thread w/needle

· Steristrips

· Paracetamol or equiv

· Syringe/needle
	
	


3. Components to include in the Evacuation Plan:
· Staff location list and contact information

· Local contact list if possible: (including address, radio frequencies, call-signs, phone, fax, email, and satellite phone and fax numbers)
· List of all CARE facilities and important points including Latitude and Longitude to be used in the event of emergency relocation
· Procedures for disposal or safeguarding of sensitive files (personnel, financial, legal, etc.)
· Policy on evacuating national staff. Is there a visa policy for evacuating to safe havens?

· Procedure for delegating authority to national staff or local partners

· Contact list of international resources including charter flight companies

· Vehicle inventory and location
· Pertinent phone trees

Appendices to Evacuation Plan should include:

· List of documents to be taken upon evacuation. (This will include a backup of all files and documents needed to re-establish CARE operations.  Other documents could include: financial, office inventories, HR, procurement, transport (vehicle) information, etc.)
· Maps, including maps showing staff housing, embassies, other agency concentration areas, and key facilities

· Checklists (See Appendix A, pgs. 122-123 of the CSSH).

· Checklist for preparation of assembly point
· Checklist for office closure
· Checklist for staff leaving for concentration point (including luggage list)
· Checklist for departure from evacuation point 

4. Actions and Responsibilities

See pgs. 135-144 of the CSSH.
	Evacuation Phase
	Possible Indicators

	Action
	Responsible


	Phase One - Planning Stage (equivalent to UN Phase 1)

The country or areas political and or security environment may begin to deteriorate. Events could occur which potentially threaten CARE personnel, equipment and installations or employees of similar international organizations. 

This is a preparatory phase when operations proceed as normal, but with heightened awareness and the need for reporting.

Determine:

Who will be evacuated?

Possible Destination? 

Possible Mode of travel?

What goes and what stays?

Responsibilities?

Impact of evac on CARE ops? (Consider possible impact on ops of other INGOs)

ALL COUNTRIES ARE IN THE PLANNING PHASE
	· Generally stable situation

· Normal economic activity

· No direct or indirect threat to CARE activities

· No serious restrictions on movement

· Possible rumors about anticipated insecurity

· No significant increase in crime

· Road travel normal

· Able to provide normal support to sub-offices

· Communications normal
	Complete the questions and actions as outlined at CSSH Appendix C Phase 1
	Security Committee

	
	· 
	Determine all evacuation policies such as eligibility for evacuation, actions when national staff requests evac or asylum, international staff who chooses to remain, and policies are communicated to staff
	CD
/ACDs/ Security Committee

	
	· 
	Appropriate transportation is identified
	Operations

	
	· 
	Vehicle tanks half full, parked facing out.
	Operations

	
	· 
	Update office inventories
	Logistics/ Prog Coords

	
	· 
	Comms regularly tested.
	All

	
	· 
	Contingency Plans for possible failure of public utilities.
	ACD PS

	
	· 
	Develop and test Communications Tree
	Security

	
	· 
	Essential docs identified and backed up. Other documents to be marked for storage or destruction.
	Prog Coords/ACD PS/Finance/ HR/IT

	
	· 
	Carry ID, comms, $$$
	All

	
	· 
	Regular security updates
	Security

	
	· 
	Identify essential personnel
	CD/ACD PS

	
	· 
	Identify possible destinations (for all scenarios), safe houses and alternates, concentration sites. If destination is another CARE CO, coordinate with that office.
	Security Committee, CD

	
	· 
	Determine who will be in charge in event of Int’l staff evac’n
	CD

	
	· 
	Regular meetings of the Security Committees
	ACD/ Security/ Operations

	
	· 
	Ongoing training for Security Focal Points 
	Security/ACD PS

	
	· 
	Upgrades to security measures as determined to reduce risk
	Security/Ops

	
	· 
	Ensure Plan and tasks are communicated to personnel
	CD/Security

	
	· 
	Develop exercise and rehearsals for evacuation
	SSO/Security Committee

	
	· 
	Mutual assistance agreements arranged
	CD/Security 

	
	· 
	Determine transition to ph. II and announce when change occurs
	CD/ Security

	Phase Two – Alert Stage

Equivalent to UN Phase 2
There is a moderate threat to CARE staff, offices or employees of international organizations. Can continue work, but inform donors and partners that limits to CARE activities will exist as long as the conditions that initiated the increased level prevail. This level enhances the safety of CARE staff by limiting their exposure through restrictions on travel to field or sensitive areas.

Mounting tensions and/or instability/epidemic may lead the CD, in consultation with the Designated Member, RMU and CSU to recommend to limit operations, increase security measures, and review the evacuation Plan.
	· Persistent rumors of unrest

· Obvious signs of mounting tensions

· Demonstrations, strikes, other public events indicating dissatisfaction

· Unrest or dissatisfaction apparent in other parts of the country

· Clear instability and some restrictions of movement.

· Attacks on expats possible

· Curfews

· Reduction in economic activity

· High potential for deterioration
	All steps from Level I, actions from CSSH appendix C, Phase 2, plus the following steps:
	CD

	
	· 
	Adequate fuel is stored.
	Ops

	
	· 
	Two weeks supply of food, drinking water and medical supplies are pre-positioned and inspected.
	Logistics/Procurement

	
	· 
	Plan for reduction of staff and programs.
	CD/ACD PS/ HR

	
	· 
	Responsibilities of rear party defined
	CD/ Security

	
	· 
	Scheduled comms adhered to.
	CD/Prog Coords

	
	· 
	Senior staff responsibilities identified and delegated
	CD

	
	· 
	Leave Plan and/or activity Plan for suspension prepared
	HR/ Prog Coords

	
	· 
	Ready bag prepared
	All pers eligible for relocation/evac in the affected office

	
	· 
	Evacuation boxes prepared for packing as needed
	Prog Coords

	
	· 
	Prepare payments (checks) for suppliers and payroll
	ACD PS/ Finance/ Procurement

	
	· 
	Send all RED to higher HQ
	ACD PS

	
	· 
	Prepare cash reserves
	Finance and ACD PS

	
	· 
	Restriction of movement
	Security / Prog Coords

	
	· 
	Alternative comms identified
	Security / Operations

	
	· 
	Coord possible evac w/other NGOs, other CARE offices (ie destination) as needed. Increase communications with other NGOs, UN, embassies (as needed)
	Sub office Admin/CD/ Security

	
	· 
	Regular staff updates
	CD/ Security

	
	· 
	Potential evac route identified (and tested if possible)
	Security

	
	· 
	Ensure vehicles are roadworthy
	Fleet/Ops

	
	· 
	Ensure vehicles have maps, comms
	Fleet/Ops

	
	· 
	Continue to back up vital files
	CD, ACD PS, Finance, Prog Coords

	
	· 
	Inventory all office eqpt and assets. ID eqpt to be evac’d and responsibility
	Logistics

	
	· 
	Potential evacuees should assemble personal belongings
	Potential evacuees

	
	· 
	Assign evacuees/drivers to vehicles
	Ops

	
	· 
	Open-ended airline tickets purchased for international staff and stored in CD safe
	Admin

	
	· 
	Ensure all tasks as assigned in the evac Plan are carried out
	CD/ACD PS/ Security

	
	· 
	Determine transition to ph. III and announce when change occurs
	CD/Security

	
	· 
	Confirm level III arrangements
	CD/Security

	Phase Three – Curtailment of Operations/Relocation 

(Evac is imminent)

Equivalent to UN Phase 3
This implies a high risk level for the lives or welfare of CARE staff and assets and should include the shut down of at least some CARE activities in an area or the country. This level signifies an acceptance that operations can no longer be conducted normally or for a sustained period during the uncertain prevailing security conditions

CO suspends majority of normal operations in the HIGH risk area to concentrate on evacuation preparations.
	· Demonstrations or riots in CO location or other locations

· Civil conflict

· Explosions

· Electoral period

· Arson, burning barricades, looting

· Significant increase in crime such as vehicle thefts, carjackings, violent crimes

· Significant increase in kidnappings and/or hostage-taking

· Continuous strikes

· Clear signs of build up of military/ paramilitary and/or visible gangs within and around towns.

· Continual violence between rival quarters of town or rival factions

· Significant increase in victims of violence (ie gunshot wounds/machete wounds) are observed in town hospitals

· Tension/fear observed among local people and officials

· Police have decreased authority

· Decrease in gov’t authority

· Extensive restrictions on movement

· Gunfire and heavy weapons can be heard frequently

· Attacks on expats have occurred

· Food/cash shortages

· Loss of one means of evacuation

· Threat to hospitals or public bldgs

· Direct threats to NGOs

· Diminished means of communications
	Complete actions from CSSH Appendix C Phase 3, all phase 2 activities above, plus:
	

	
	· 
	Field Activities in HIGH risk areas are reduced to a level which can be maintained by rear party. Suspension is possible.
	ACD PS/ Prog Coords

	
	· 
	Introduce more frequent staff and / or management meetings to share information and discuss actions or restrictions. 
	CD

	
	· 
	Responsibilities and leadership roles during suspension confirmed. Rear party confirmed. Rear party formally notified by the CD in writing, of office closure and handover of authority conducted as necessary or possible.
	CD/ACD PS / Security/ Prog Coords

	
	· 
	Leave Plan and/or activity Plan for suspension implemented/ adapt work schedule
	Prog Coords

	
	· 
	Contracts of temporary staff suspended for duration of stoppage/ pay salaries and advances
	Finance/HR/ Prog Coords

	
	· 
	Evacuation boxes ready with non-perishables and NFIs to be taken in event of road evac
	Prog Coords/ ACD PS

	
	· 
	Backups of financial records sent to higher HQ
	Finance

	
	· 
	Vehicles to be used guarded 24 hours, packed and ready for move
	Ops and Security

	
	· 
	All vehicles retained in use to be guarded 24 hours, packed with essential items for quick evacuation, wheel / gear shift locks used to immobilize the vehicle when not in use.
	Ops and Security

	
	· 
	All other vehicles locked and/or disabled or sent to safer offices
	Ops/ Prog Coords

	
	· 
	Prepare potential sensitive records for destruction
	Prog Coords

	
	· 
	Partial evacuation: All dependants and any non-essential staff will be evacuated. The CD will approve evacuations and staff duty status. CD may arrange TDY for non-essential or at-risk staff if crisis is expected to continue. The CD may instruct dependants and non-essential staff to leave the country. Staff, either national or international, may be instructed to take annual leave or Leave without Pay.
	CD

	
	· 
	Consideration is given to allowing international staff to ship a portion of their house hold goods to their home of record or another location of comparable distance
	CD

	
	· 
	Staff have proper travel documentation 
	All evacuees/Admin

	
	· 
	Potential Evacuees relocated to a safe or staging area
	Security cords

	
	· 
	Reconfirm routes
	Security

	
	· 
	Ensure passenger manifests and packing lists are complete for each vehicle. Ensure updated as needed.
	Ops

	
	· 
	Ensure means of comms between remaining staff and evacuees
	Ops/ Security

	
	· 
	Coordinate w/other agencies as appropriate
	CD/Security

	
	· 
	Analyse and adapt evac Plan as needed
	Security Committees

	
	· 
	Ensure efficient coord between offices
	ACD PS

	
	· 
	Assembly areas and alternate assembly areas are identified, and coordinated with UN, other NGOs, diplomatic missions and appropriate military forces, if applicable
	Security

	
	· 
	Handover responsibilities and materiel to local partners if appropriate
	Prog Coords

	
	· 
	Letters prepared advising government authorities in all locations of CARE's intention to close an office or the mission. Send when appropriate.
	CD

	
	· 
	Letter sent to staff who have been suspended to clarify their status and entitlements.
	HR

	
	· 
	All staff not previously released from CARE will be placed on administrative leave.
	HR

	
	· 
	All severance and termination benefits as per staff contracts will be paid
	HR/Finance

	
	· 
	Terminate contracts and agreements, as appropriate
	CD

	
	· 
	Closure of a sub office will require termination or redeployment of staff and assets, cessation of leases and reporting to donors and the appropriate CARE national headquarters.  
	CD/ACD/HR/Procurement

	
	· 
	"Draw Down Contingency Plan" for equipment and "stay behind" assets formalized and necessary contracts with any “holding agency” to include inventory lists are complete
	Procurement

	
	· 
	Begin to transfer assets and equipment out of the country or region or into storage facilities as agreed by "Draw Down Contingency" contracts, as required
	CD

	
	· 
	Prepare a list of files and documents and their location and forward list to national headquarters.
	ACD

	
	· 
	All remaining assets and vehicles remaining in the country office possession will be turned over to the contracted “holding agency” (if appropriate) in accordance with contractual agreements
	Logistics

	
	· 
	Prepare records and equipment deemed highly sensitive such as incident tracking data, HR records, finance data or security records for destruction
	ACD

	
	· 
	Additional Security Support staff assigned to the Security Officer.
	HR

	
	· 
	Keep local bank balances at minimum levels and reduce the use of cash further from normal levels. 
	Finance

	
	· 
	Emergency advances in small denominations will be given to key staff 
	CD/ACD/Finance

	
	· 
	Determine transition to ph. IV and announce when change occurs
	CD/ Security

	
	· 
	Confirm Ph. IV arrangements
	CD/Security

	Phase Four – Evacuation

Equivalent to UN Phases 4 and 5
This level signifies extreme deterioration of conditions such as total anarchy or widespread war, with no signs of improvement in the near to medium future such that it will be necessary to close the offices.  Staff should note that it is highly unlikely that this level will ever be declared nationally, but could be used in certain regions
	· Coup d’etat or attempted coup d’etat

· Widespread violence, civil war

· Widespread activity by armed gangs or paramilitaries

· Noticeable insecurity in the office area or in project locations

· Kidnappings of CARE personnel

· Suspension of commercial flights

· Loss of an evacuation option

· International authorities (ie embassies/ONU decide to evacuate)

· Interior/exterior communications non-existent

· Movement impossible without escort

· Attacks on the airport, hospitals, NGOs, private citizens

· Movement by private vehicle is seriously restricted
	Communicate evacuation decision to local Authorities/UN and other agencies and Donors
	Prog Coords /Sub office Admin/ACD PS 

	
	· 
	Letters to banks-authorization to honor checks
	ACD PS

	
	· 
	Transfer commodities
	Prog Coords

	
	· 
	Checklists complete
	CD/ACD/ Security

	
	· 
	Terminate contracts and agreements
	Sub office Admin/ Prog Coords

	
	· 
	Hibernation if necessary
	CD/ Sub office Admin/ Security

	
	· 
	Continual situation assessment
	Security Committee/SSO

	
	· 
	Determine departure schedule
	CD/ACD/Security

	
	· 
	All staff not previously laid off will be terminated with one month’s salary
	Prog Coords/Finance

	Post-evac/relocation
	· Return should only take place after a thorough security assessment has been conducted
	Debrief CO or RMU Safety committee
	CD

	A.1..1.1.1 
	· 
	Inform donors and confirm their policy
	ACD PS

	A.1..1.1.2 
	· 
	Prepare brief report on evac decision
	ACD/CD

	A.1..1.1.3 
	· 
	Conditions for continued funding?
	ACD PS

	A.1..1.1.4 
	· 
	How long are we prepared to pay for staff salaries
	ACD PS

	A.1..1.1.5 
	· 
	Implement leave Plan
	HR and ACD PS

	A.1..1.1.6 
	· 
	Maintain contact with office as per prepared schedule
	ACD/CD

	A.1..1.1.7 
	· 
	Meet with other agencies to share info and coordinate return
	ACD/CD

	A.1..1.1.8 
	· 
	If UN led evac, coordinate – when will assess and what are minimum conditions for return
	CD/ACD

	A.1..1.1.9 
	· 
	Decide with CO and other agencies criteria for return
	CD

	A.1..1.1.10 
	· 
	Remaining staff provide updates
	ACD

	A.1..1.1.11 
	· 
	Multi agency assessment conducted
	Security

	A.1..1.1.12 
	· 
	Prepare Plan for return
	CD/ACD/Sub-office Admin

	A.1..1.1.13 
	· 
	Identify key activities to be restarted
	ACD PS

	A.1..1.1.14 
	· 
	Identify staff for these activities
	ACD/Prog Coords

	A.1..1.1.15 
	· 
	Prepare return schedule
	ACD PS

	A.1..1.1.16 
	
	Prepare documents and materials for return
	ACD PS


E. Administrative Procedures & Sensitive Issues
The final section of this Guide and of your Security Plan is one for administrative procedures and issues considered sensitive or confidential. This information includes procedures and data which all staff do not need to see and should be limited to management and security staff. It is at the back of the Plan so it can be easily removed during distribution. One thing to keep in mind when determining what is sensitive is that all CARE visitors should be able to view your Security Plan. Items you would not want visitors to view and are not directly pertinent to their safety and security should be kept separate in this ‘Sensitive Issues’ section.
Below are sections you may consider sensitive or confidential. Some topics must be listed only in the ‘Sensitive Issues’ section. Others may be discussed in both. In that case, the basic information/SOP could be included in the primary Plan for all staff and visitors, while additional details could be spelled out in the sensitive section, for limited distribution. You should determine what is most appropriate for your CO/suboffice. Topics which should always be considered sensitive are: Cash Management, Information Management, HR Issues, and Major Incidents. The distribution of information regarding these areas of security management should be limited to those directly involved only.
1. Cash Management
Cash storage, management, transfer, and distribution are significant points of vulnerability for all CARE offices. Standards and policies must be implemented at all times. The Country Office must decide on a safe location for cash reserves (including a reserve for emergency evacuation) and a reliable way to receive funds. How do your current cash handling procedures make staff vulnerable? How can these be corrected?  (See section 3.10 and Appendix A ‘Cash Handling and Transfer’ section, pg. 126 of the CSSH.)
a. Transfers
Fund transfers (for project funding, local purchases, wages) should be completed by electronic bank transfer where possible. Information regarding how staff are paid and how fund movements are conducted must be kept strictly confidential and available to relevant staff only. In areas where banking services are limited, other options often exist, such as professional courier service. Another is for a local business to provide cash. Upon confirmation of receipt, the CO can then complete an electronic fund transfer to the local business’ bank account.
b. Transporting Money
The following guidelines must be implemented:

· Designate two or three staff members to withdraw and transfer cash. Consider breaking the transfer into more than one part, with individuals carrying separate containers with the cash split between them and traveling different routes.

· Travel routes and times must vary as to be unpredictable and can be disclosed only on a need-to-know basis.

· In-city transport should be done by office vehicle, not public transportation. Use a reliable driver and change cars and drivers frequently.

· Transfer to remote project sites should be done by air travel, when possible. When transporting large amounts of cash to project sites, have a contingency plan for delayed flights and, if possible, a predetermined location for safe storage of the cash, particularly if needed overnight.
· If a train must be used for transport, cash-carrying staff should arrange for private occupancy in a separate, locked compartment.

· In the event of an attack, staff members must not risk their lives to protect cash. Their lives are certainly more valuable than any amount of money they may be carrying.

· Avoid references to cash when communicating by radio and use code words as appropriate. Individuals should never talk or boast of their cash-transfer experiences to others.

c. Storage
No matter the form of transport, a safe must be immediately available on arrival at the final destination. At least two staff should know where cash is stored at each site, as well as have relevant keys, safe combinations, etc. If one is incapacitated, the other can serve as back-up. 

2. Information Management
Most COs have developed a close and effective working relationship with other agencies and government organizations based on transparency and trust. However, all staff should be mindful of the potential misuse of information by criminal elements or during periods of instability. By making protection of information a standard procedure, CARE can avoid suspicion later when emergencies or transmitting sensitive information require increased security. Staff should be made aware of the rationale for the procedures put into place and trained appropriately. Processes should be documented and responsibilities assigned to accountable individuals. (see section 3.8 of the CSSH)
a. Document and Data Storage
Personnel files and REDs should be kept in a secure location with restricted access. This applies also to project information that is viewed as sensitive, such as protection or funding issues. Document who has access to restricted data. Passwords and other computer-based security measures should be enforced to prevent unauthorized access. Financial and personnel records should be shredded using a cross-cut shredder before discarding. Any CDs or discs should also be destroyed before discarding.

b. Computer Backup
Routine computer file backup prevents loss of critical historical data if the computers are damaged by fire, or are stolen, or if staff must quickly relocate in an emergency. By conducting data backup and storing the backup medium and critical applications offsite, a CO can ensure that critical files are available to reconstitute operations in the event of loss of computers. Routine backup should be automatic, usually at the end of each week. One or two staff members should be designated to take the storage medium away from the office when the office is closed. Also, work closely with local or HQ IT staff to ensure computers have adequate virus protection systems running.

c. Evacuation Procedures

When designing systems to store documentation and data, consider processes which may be necessary during a sudden evacuation or other emergency. In most cases, there is not much time to prepare for such events. Sensitive documentation should be labeled ‘take’, ‘destroy’, etc. and/or be color-coded to follow such a system. For instance, all red files must be destroyed and all green files must be taken to another location.
3. HR Issues
a. New Hires and Staff Issues
· For expatriate staff, background checks, reference checks and appropriate interviews must be conducted by Designated Member prior to hiring.

· CO HR staff will conduct thorough background checks where possible, extended reference checks (beyond those listed on the applicant’s resume), and appropriate interviews.
· ALL CARE STAFF will complete the CARE Academy ‘Personal Security Awareness’ Security Training, found at http://www.careacademy.org or on CD-ROM or paper (see your CO Learning Liaison or CARE USA’s office of Learning & Organizational Development).
· All SSOs/SSFPs will complete the CARE Security Unit 2nd Security Training.
· HR will ensure that all expatriate personnel have appropriate medical insurance upon arrival.

b. Workplace Violence and Managing Disgruntled former staff

· If adopted by the CO, HR will ensure a copy of the Security Accountability page has been signed by every employee and held in the employee’s file.

· All new staff will receive Code of Conduct orientation and a security briefing. They will be expected to read and sign the appropriate parts of the Security Management Plan.
· In some cases, initiating an adverse personnel action such as termination or discipline can bring about threats or hostile acts, resulting in an increased security risk for the CO. Such actions should be carefully planned and carried out as appropriate for each situation. All threats directed at CARE staff and/or operations must be taken seriously, as well as reported via incident report. Confidentiality is important when reporting threats or intimidation.

· Intent to dismiss, or not renew the contract of any staff member should be relayed to the SSO/SSFP at least one day prior to advising the individual. This allows time to prepare for any adverse reaction and to ensure that all equipment and documentation identifying the individual as a CARE employee can be recovered without incident. Correctly managing this process may help alleviate future problems. 

· Contact your Designated Member’s HR department for support and advice on these issues.

4. Major Incidents
Certain incidents may have a much higher impact upon the organization, as well as the victim, if they should happen. Often, resources must be committed to follow up, whether that is financial or staff time.  Two incidents included in this category are missing/kidnapped persons and detention or arrest of staff. Therefore, it is critical for all country offices, no matter what risk rating or evacuation phase they are operating under, to consider and plan ahead for these events.  (see section 5.13 of the CSSH). This is closely linked to the Crisis Management section of the Plan.
a. Abduction and Hostage Taking 
	CARE will not pay ransom or provide goods under duress but will use all appropriate means to secure the release of a hostage.


Refer to section 5.13 of the CSSH (pgs. 88-92). Responding to an abduction or kidnap situation may require separate guidelines for your staff, depending on the area of operations. In addition to ensuring all staff are familiar with basic guidelines as presented in the CSSH, be sure they have basic training in actions following this event, whether they are the victim or are involved in the response. If you operating in an area where staff are at high risk for abduction, have all trained in hostage survival.
b. Arrest and Detention of Personnel

Do your staff know what to do in the case of an arrest or detention of a fellow staff member? Do they have any training in this area? Like kidnapping, staff should have thought through how to react- whether it is another staff member that has been arrested or themselves. Give thought to your context- who is most likely to be doing the arresting or detaining? How should staff act when faced with such a situation? Do they know whom to contact at CARE?

c. Other Incidents
You may want to include other high-impact incidents in this section of the Plan, depending on your context and the specific threats your staff face.
	Topics not required in the ‘Sensitive Issues’ section but which you may consider including here: Facilities Safety and Security, Acceptance Issues, and Site Selection & Location.


5. Facilities Safety and Security
For information on Facilities Safety & Security, see sections 3.2, 4.5, and Appendix A ‘Facility Safety and Security’ section, pgs. 112-119 of CSSH. This section links to SOP#5 of your Plan. However, some additional details, for limited circulation, may need to be added to the Sensitive Issues section. These may include guards and access control issues. On the safety side of the issue, this section is a good place to discuss potential hazards identified in the last facility safety review which need to be addressed, such as unsafe staircases or inadequate exits.
6. Acceptance Issues
The way projects are designed and carried out, and how CARE reacts to events must be transparent and consistent with the guiding principles it communicates. There are a number of security strategies that may be appropriate, but your primary focus should be community acceptance. This is related to SOP#2 of your Plan.  See section 2.3 of the CSSH. If there are sensitive issues regarding the community, note them here. This does have a direct impact on staff safety and security. 

7. Site Selection and Location

(See section 3.2 of the CSSH.)

CARE offices and accommodations must be located in a location that provides the highest degree of physical safety and security as possible. The location of offices, residences and other accommodations and warehouses and other storage facilities should be carefully considered.

8. Other

There may be other issues considered sensitive or that deal with internal administration that are important to communicate and document, but not to your full team of staff. Include that information here.





















































































































































































































Staff RECORDS OF Emergency Data (RED)


All offices must keep RED records.


All personnel must complete and maintain an up-to-date RED (see sample in Template, p. 16)


The RED must be completed immediately upon hire and updated at least annually.


The RED file should be taken during emergency office relocation. 


The RED can be sealed in an envelope by the staff member to protect information until needed in an emergency.








Suggested Important Contacts


National and Regional Headquarters


Local emergency services (if available)


Weather and disaster response centers


Responsible Embassies


Local UN and NGO contacts








� Please note that when the Plan refers to the “country office”, this includes temporary presence situations.


� Risk ratings for CARE include Low, Moderate, High and Severe and can be found in the CI Safety & Security Handbook, 2004 on pages 16-18.


� In this document ‘Country Director’ is used to refer to the top manager. This could also be a Country Representative or Temporary Presence Coordinator. 


� Recommend bottled water for drinking; a high volume water filter system for cooking and in case bottled runs out, and water tank for bucket baths and back-up


� Such as: Sugar, tea, coffee, boxed milk, rice, pasta, conserves, biscuits, flour, charcoal, canned goods


� Such as: toilet paper, bath soap, laundry soap, hand towels, feminine products


� Such as: Casseroles, pots, glasses, plates, cutlery, stove, extra cylinders of cooking gas


� CO Security Committee should develop indicators specific to the CO and sub-offices


� These are suggested personnel responsible. The actual responsibilities should be designated by Security Committee and Country Director


� Wherever CD is indicated, this can be replaced by the Temporary Presence Coordinator
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